@ CaRD Mail Add-In — architecture at a glance

From Microsoft Outlook through your own service into your own SAP S/4HANA®. Nothing is stored on the way.

YOUR MICROSOFT 365 TENANT YOUR ENVIRONMENT YOUR SAP LANDSCAPE
Outlook + task pane Backend service SAP S/4HANA®
The user opens a mail and clicks the add-in. Validates the token, issuer and scope. Cloud Private Edition, Cloud Public
The original message including attachments is Enforces the profile role — again, on the Edition and on-premise.
read in the client (getAsFileAsync). server. Released interfaces confirm the object
Rebuilds the object key from the profile. exists; the standard interface stores it.

Runs the existence check.
Files through the SAP S/4HANAZ® interface.

Microsoft Entra ID Stores neither messages nor attachments. Content repository

Sign-in with the existing work account. SAP S/4HANA® decides where the document

One application role per filing profile — lands: its own database, SAP BTP Document

the token carries the roles. Management — or the CaRD Connector.
Mailbox on Exchange Online. The add-in reads only the Azure App Service or your own server. Operated by No development in SAP S/4HANA®: released standard interfaces
message the user has opened. you. only.

1 The task pane signs the user in with Entra ID and reads the opened message. 2 It sends message and object key to your service over HTTPS, with a bearer token. 3 The service verifies the object and
files through released SAP S/4HANA® interfaces.

With the CaRD Connector (CMIS and Archivelink, certified through the SAP DMS test
kit), the repository can be storage outside the SAP S/4HANA® database:

Microsoft SAP BTP Object

SharePoint Store STACKIT

Azure Blob Storage

No vendor cloud is part of the data flow: the service runs in your environment, against your SAP S/4AHANA® system. CaRD never receives mail content.
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SAP, S/4HANA and SAP BTP are trademarks of SAP SE. Microsoft, Outlook, Azure, Entra and SharePoint are trademarks of the Microsoft group of companies.
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